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Introduction

This policy applies to all members of the school community (including staff, learners,
volunteers, parents and carers, visitors, community users) who have access to and are users
of school digital systems, both in and out of the school. It also applies to the use of personal
digital technology on the school site (where allowed).

Scope of the Online Safety Policy

This Online Safety Policy outlines the commitment of St. Paul’s School to safeguard members of our school
community online in accordance with statutory guidance and best practice.

St. Paul’s School will deal with such incidents within this policy and associated behaviour and anti-bullying
policies and will, where known, inform parents/carers of incidents of inappropriate online safety behaviour that
take place out of school.

Responsibilities
To ensure the online safeguarding of members of our school community it is important that all members of that
community work together to develop safe and responsible online behaviours, learning from each other and from

good practice elsewhere, reporting inappropriate online behaviours, concerns, and misuse as soon as these
become apparent.

While this will be a team effort, the following sections outline the online safety roles and responsibilities of
individuals' and groups within the school.

Headteacher and senior leaders

e The headteacher has a duty to role model expected practice including working with partners to
understanding the latest risks and issues that may impact on the school community.

e The headteacher has a duty of care for ensuring the safety (including online safety) of members of the
school community and fostering a culture of safeguarding.

® The headteacher and (at least) another member of the senior leadership team should be aware of the
procedures to be followed in the event of a serious online safety allegation being made against a member
of staff.

e The headteacher/senior leaders are responsible for ensuring that the Online Safety Lead, and other
relevant staff carry out their responsibilities effectively and receive suitable training to enable them to
carry out their roles and train other colleagues, as relevant.




Designated Safeguarding Lead (DSL)

The DfE guidance “Keeping Children Safe in Education” states:
“The designated safeguarding lead should take lead responsibility for safeguarding and child protection
(including online safety). This should be explicit in the role holder’s job description.” ... Training should
provide designated safeguarding leads with a good understanding of their own role, ... so they ... are
able to understand the unique risks associated with online safety and be confident that they have the
relevant knowledge and up to date capability required to keep children safe whilst they are online at
school or college.”

The Designated Safeguarding Lead should be trained in online safety issues and be aware of the potential for
serious safeguarding issues to arise from:

e sharing of personal data

e access to illegal/inappropriate materials including indecent images or content inappropriate to the age
and development of the person

e inappropriate online contact with adults/strangers these include any incidents of potential or actual
incidents of grooming

® access to harmful content that may cause distress that impacts on a person's physical and mental
wellbeing this may include all forms of social media forums that are discussing current topics with
unvetted forms of information

e online bullying

Curriculum Leads

Computing and PSHE Curriculum Leads will work with the Designated Safeguarding Lead to develop a planned
and coordinated online safety education programme using Project Evolve, CEOP resources and as part of our
NCCE Computing Curriculum.

This will be provided through:
e Computing lessons
® PHSE and Relationship Education lessons
e through relevant national initiatives and opportunities e.g. Safer Internet Day and Anti-bullying week.

Teaching and support staff

School staff are responsible for ensuring that:
e they have an awareness of current online safety matters/trends and of the current school Online Safety
Policy and practices
they maintain their online safety training at all times and updated annually
they understand that online safety is a core part of safeguarding
they have read, understood, and signed the staff acceptable use agreement

they immediately report any suspected misuse or problem to the Designated Safeguarding Lead for

investigation/action, in line with the school safeguarding procedures

e all digital communications with learners and parents/carers should be on a professional level and only
carried out using official school systems

e online safety issues are embedded in all aspects of the curriculum and other activities


https://saferinternet.org.uk/safer-internet-day/safer-internet-day-2022
https://www.anti-bullyingalliance.org.uk/anti-bullying-week

ensure learners understand and follow the Online Safety Policy and acceptable use agreements, have a
good understanding of research skills and the need to avoid plagiarism and uphold copyright regulations
they supervise and monitor the use of digital technologies, mobile devices, cameras, etc., in lessons and
other school activities (where allowed) and implement current policies regarding these devices

in lessons where internet use is pre-planned learners should be guided to sites checked as suitable for
their use and that processes are in place for dealing with any unsuitable material that is found in internet
searches

teachers recognise that misinformation is shared online and are able to facilitate discussions around
validity of information with pupils

have a zero-tolerance approach to incidents of online-bullying, sexual harassment, discrimination, hatred
etc

they model safe, responsible, and professional online behaviours in their own use of technology,
including out of school and in their use of social media.

Network manager/technical staff

The network manager/technical staff (or local authority/ technology provider) is responsible for ensuring that:

e they are aware of and follow the school Online Safety Policy

e they carry out their work effectively in line with school policy

e the school technical infrastructure is secure and is not open to misuse or malicious attack

e the school meets (as a minimum) the required online safety technical requirements as identified by the
local authority

e there is clear, safe, and managed control of user access to networks and devices

e the filtering policy is applied and updated on a regular basis

® monitoring software/systems are implemented and regularly updated

e they maintain effective oversight of risks on a local national and global level and maintain effective
measures to protect the school community

Learners

e are responsible for using the school digital technology systems in accordance with the learner acceptable
use agreement and Online Safety Policy

e should understand the importance of reporting abuse, misuse or access to inappropriate materials and
know how to do so

e should know what to do if they or someone they know feels vulnerable when using online technology

® should understand the importance of adopting good online safety practice when using digital

technologies out of school and realise that the school’s Online Safety Policy covers their actions out of
school, if related to their membership of the school.

Parents and carers

Parents and carers play a crucial role in ensuring that their children understand the need to use the

online services and devices in an appropriate way.

The school will take every opportunity to help parents and carers understand these issues through:

publishing the school Online Safety Policy on the school website

providing them with a copy of the learners’ acceptable use agreement

publish information about appropriate use of social media relating to posts concerning the school
seeking their permissions concerning digital images, cloud services



e providing parents’/carers’ information about national/local online safety campaigns and literature.

Parents and carers will be encouraged to support the school in:

e reinforcing the online safety messages provided to learners in school

e Supporting the school when dealing with behavioural issues linked to online safety

® engaging in conversations with the school where concerns are raised and issues regarding safety are
highlighted

Online Safety Policy

The school Online Safety Policy:
e sets expectations for the safe and responsible use of digital technologies for learning, administration, and
communication
e allocates responsibilities for the delivery of the policy
e is regularly reviewed in a collaborative manner, taking account of online safety incidents and
changes/trends in technology and related behaviours
e establishes guidance for staff in how they should use digital technologies responsibly, protecting
themselves and the school and how they should use this understanding to help safeguard learners in the
digital world
e describes how the school will help prepare learners to be safe and responsible users of online
technologies
e establishes clear procedures to identify, report, respond to and record the misuse of digital technologies
and online safety incidents, including external support mechanisms
is supplemented by a series of related acceptable use agreements
is made available to staff at induction and through normal communication channels
is published on the school website.

Should always been read in conjunction with the Acceptable Use Agreements

When using communication technologies, the school considers the following as good practice:

e when communicating in a professional capacity, staff should ensure that the technologies they use are
officially sanctioned by the school

e any digital communication between staff and learners or parents/carers (e-mail, social media, learning
platform, etc.) must be professional in tone and content. Personal email addresses, text messaging or
social media must not be used for these communications.

e staff should be expected to follow good practice when using personal social media regarding their own
professional reputation and that of the school and its community

e users should immediately report to a nominated person —in accordance with the school policy — the
receipt of any communication that makes them feel uncomfortable, is offensive, discriminatory,
threatening or bullying in nature and must not respond to any such communication

Reporting and responding

The school will take all reasonable precautions to ensure online safety for all school users but recognises that
incidents may occur inside and outside of the school (with impact on the school) which will need intervention.
The school will ensure:
e there are clear reporting routes which are understood and followed by all members of the school
community which are consistent with the school safeguarding procedures, and with the whistleblowing,

complaints and managing allegations policies



all members of the school community will be made aware of the need to report online safety
issues/incidents

reports will be dealt with as soon as is practically possible once they are received

the Designated Safeguarding Lead, and other responsible staff have appropriate skills and training to deal
with online safety risks.

if there is any suspicion that the incident involves any illegal activity or the potential for serious harm
(see flowchart and user actions chart in the appendix), the incident must be escalated through the

agreed school safeguarding procedures.

any concern about staff misuse will be reported to the Headteacher, unless the concern involves the
Headteacher, in which case the complaint is referred to the Chair of Governors and the local authority
where there is no suspected illegal activity, devices may be checked using the following procedures:

® one or more senior members of staff should be involved in this process. This is vital to protect
individuals if accusations are subsequently reported.

e conduct the procedure using a designated device that will not be used by learners and, if
necessary, can be taken off site by the police should the need arise (should illegal activity be
subsequently suspected). Use the same device for the duration of the procedure.

e ensure that the relevant staff have appropriate internet access to conduct the procedure, but
also that the sites and content visited are closely monitored and recorded (to provide further
protection).

e record the URL of any site containing the alleged misuse and describe the nature of the content
causing concern. It may also be necessary to record and store screenshots of the content on the
machine being used for investigation. These may be printed, signed, and attached to the form

e once this has been completed and fully investigated the group will need to judge whether this
concern has substance or not. If it does, then appropriate action will be required and could
include the following:

o internal response or discipline procedures

o involvement by local authority

o police involvement and/or action
it is important that those reporting an online safety incident have confidence that the report will be
treated seriously and dealt with effectively
there are support strategies in place e.g., peer support for those reporting or affected by an online safety
incident
incidents should be logged on CPOMS, our online safeguarding tool
relevant staff are aware of external sources of support and guidance in dealing with online safety issues,
e.g. local authority; police; Professionals Online Safety Helpline; Reporting Harmful Content; CEOP.

those involved in the incident will be provided with feedback about the outcome of the investigation and
follow up actions (as relevant)
learning from the incident (or pattern of incidents) will be provided (as relevant and anonymously) to:

e staff, through regular briefings

e learners, through assemblies/lessons

e parents/carers, through newsletters, school social media, website

e governors, through regular safeguarding updates

e local authority/external agencies, as relevant

e The school will make the flowchart below available to staff to support the decision-making

process for dealing with online safety incidents.


https://www.saferinternet.org.uk/helpline/professionals-online-safety-helpline
https://reportharmfulcontent.com/?lang=en
http://www.ceop.police.uk/

Incident Flowchart

| | A—— i E i

[ Online Safety
\

Vit it P oal ety Avkatig wh

Report o Pole andreort underocalsaleguaing amangenents.

The DSLibsatiacher & resparainks o welbeing and
sich thead beinformed of anything that places ok a0

sk, BUT sofigu g peecchris st bt fulbpssed Invthee case of a mermbier of st or wolamnser, & b ey tat




Online Safety Education Programme

While regulation and technical solutions are particularly important, their use must be balanced by educating
learners to take a responsible approach. The education of learners in online safety is therefore an essential part
of the school’s online safety provision. Learners need the help and support of the school to recognise and avoid
online safety risks and develop their resilience.

Online safety should be a focus in all areas of the curriculum and staff should reinforce online safety messages
across the curriculum. The online safety curriculum should be broad, relevant and provide progression, with
opportunities for creative activities and will be provided in the following ways

e Aplanned online safety curriculum for all year groups is taught using CEOP and Evolve (SWGfL)
® Lessons are matched to need; are age-related and build on prior learning
® Lessons are context-relevant with agreed objectives leading to clear and evidenced outcomes

e it incorporates/makes use of relevant national initiatives and opportunities e.g. Safer Internet Day and

Anti-bullying week

Staff and Governors

All staff will receive online safety training and understand their responsibilities, as outlined in this policy. Training
will be offered as follows:
® aplanned programme of formal online safety and data protection training will be made available to all
staff. This will be regularly updated and reinforced.
e the training will be an integral part of the school’s annual safeguarding and data protection training for all
staff
e all new staff will receive online safety training, ensuring that they fully understand the school online
safety policy and acceptable use agreements. It includes explicit reference to classroom management,
professional conduct, online reputation and the need to model positive online behaviours

Families

The school will seek to provide information and awareness to parents and carers through:
® regular communication, awareness-raising and engagement on online safety issues, curriculum activities
and reporting routes
e the learners — who are encouraged to pass on to parents the online safety messages they have learned in
lessons and by learners leading sessions at parent/carer evenings.
e letters, newsletters, website,

e high profile events / campaigns e.g. Safer Internet Day

Technology

The school is responsible for ensuring that the school infrastructure/network is as safe and secure as is
reasonably possible and that policies and procedures approved within this policy are implemented. The school
should ensure that all staff are made aware of policies and procedures in place on a regular basis and explain that
everyone is responsible for online safety and data protection


http://www.projectevolve.co.uk/
https://hwb.gov.wales/zones/keeping-safe-online/safer-internet-day/
https://www.anti-bullyingalliance.org.uk/anti-bullying-week
https://www.saferinternetday.org/

Filtering

the school filtering policies are agreed by senior leaders and technical staff and are regularly reviewed
and updated in response to changes in technology and patterns of online safety incidents/behaviours

the school manages access to content across its systems for all users. The filtering provided meets the
standards defined in the UK Safer Internet Centre

access to online content and services is managed for all users

illegal content (e.g., child sexual abuse images) is filtered by the broadband or filtering provider by
actively employing the Internet Watch Foundation CAIC list and the police assessed list of unlawful
terrorist content, produced on behalf of the Home Office. Content lists are regularly updated

there are established and effective routes for users to report inappropriate content

If necessary, the school will seek advice from, and report issues to, the SWGfL Report Harmful Content site.

Monitoring

The school has monitoring systems in place to protect the school, systems and users:

The school monitors all network use across all its devices and services.

An appropriate monitoring strategy for all users has been agreed and users are aware that the
network is monitored.

There are effective protocols in place to report abuse/misuse. There is a clear process for prioritising
response to alerts that require rapid safeguarding intervention. Management of serious safeguarding
alerts is consistent with safeguarding policy and practice

Technical monitoring systems are up to date and managed and logs/alerts are regularly reviewed and
acted upon.

Mobile technologies

The school acceptable use agreements for staff, learners, parents, and carers outline the expectations
around the use of mobile technologies.
The school allows:

School devices Personal devices
School owned for | School owned for Authorised Student -
o : 4 Staff owned | Visitor owned
individual use multiple users device owned
Yes but
Allowed in school Yes Yes Yes school must Yes Yes
be informed
Full network access Yes Yes Yes Yes
Internet only Yes
No network access Yes

access to the network as if it were owned by the school.

2 Authorised device - purchased by the learner/family through a school-organised scheme. This device may be given full


https://hwb.gov.wales/news/articles/0165ae84-0055-49b4-9bf2-0aedc29c5582

Social media

The school provides the following measures to ensure reasonable steps are in place to minimise risk of harm to

learners through:

ensuring that personal information is not published

education/training being provided including acceptable use, age restrictions, social media risks, digital
and video images policy, checking of settings, data protection and reporting issues

clear reporting guidance, including responsibilities, procedures and sanctions

risk assessment, including legal risk

guidance for learners, parents/carers

School staff should ensure that:

no reference should be made in social media to learners, parents/carers or school staff

they do not engage in online discussion on personal matters relating to members of the school
community

personal opinions should not be attributed to the school

security settings on personal social media profiles are regularly checked to minimise risk of loss of
personal information

they act as positive role models in their use of social media

When official school social media accounts are established, there should be:

a process for approval by senior leaders

clear processes for the administration, moderation, and monitoring of these accounts — involving at least
two members of staff

a code of behaviour for users of the accounts

systems for reporting and dealing with abuse and misuse

understanding of how incidents may be dealt with under school disciplinary procedures.

Personal use

personal communications are those made via personal social media accounts. In all cases, where a
personal account is used which associates itself with, or impacts on, the school it must be made clear
that the member of staff is not communicating on behalf of the school with an appropriate disclaimer.
Such personal communications are within the scope of this policy

personal communications which do not refer to or impact upon the school are outside the scope of this
policy

where excessive personal use of social media in school is suspected, and considered to be interfering
with relevant duties, disciplinary action may be taken

the school permits reasonable and appropriate access to personal social media sites during school hours

Monitoring of public social media
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As part of active social media engagement, the school may pro-actively monitor the Internet for public
postings about the school

the school should effectively respond to social media comments made by others according to a defined
policy or process



when parents/carers express concerns about the school on social media we will urge them to make direct
contact with the school, in private, to resolve the matter. Where this cannot be resolved, parents/carers
should be informed of the school complaints procedure.

Digital and video images

The school will inform and educate users about these risks and will implement policies to reduce the likelihood of

the potential for harm:

the school may use live-streaming or video-conferencing services in line with national and local
safeguarding guidance / policies.

when using digital images, staff will inform and educate learners about the risks associated with the
taking, use, sharing, publication and distribution of images.

staff/volunteers must be aware of those learners whose images must not be taken/published. Those
images should only be taken on school devices. The personal devices of staff should not be used for such
purposes

in accordance with guidance from the Information Commissioner’s Office, parents/carers are welcome to
take videos and digital images of their children at school events for their own personal use (as such use in
not covered by the Data Protection Act). To respect everyone’s privacy and in some cases protection,
these images should not be published/made publicly available on social networking sites, nor should
parents/carers comment on any activities involving other learners in the digital/video images

staff and volunteers are allowed to take digital/video images to support educational aims, but must
follow school policies concerning the sharing, storage, distribution and publication of those images

care should be taken when sharing digital/video images that learners are appropriately dressed

learners must not take, use, share, publish or distribute images of others without their permission
photographs published on the website, or elsewhere that include learners will be selected carefully and
will comply with Online Safety Policy

learners’ full names will not be used anywhere on a website or blog, particularly in association with
photographs

written permission from parents or carers will be obtained before photographs of learners are taken for
use in school or published on the school website/social media

images will be securely stored in line with the school retention policy

Online Publishing

The school communicates with parents/carers and the wider community and promotes the school through:

Public-facing website
Social media

The school public online publishing provides information about online safety e.g., publishing the schools Online

Safety Policy and acceptable use agreements; curating latest advice and guidance; news articles etc, creating an

online safety page on the school website.
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https://ico.org.uk/for-organisations/sme-web-hub/whats-new/blogs/taking-photographs-data-protection-advice-for-schools/

